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Preface

Welcome to the Fundamentals of Web Development. This textbook is intended
to cover the broad range of topics required for modern web development and
is suitable for intermediate to upper-level computing students. A significant percent-
age of the material in this book has also been used by the authors to teach web
development principles to first-year computing students and to non-computing
students as well.

One of the difficulties that we faced when planning this book is that web devel-
opment is taught in a wide variety of ways and to a diverse student audience. Some
instructors teach a single course that focuses on server-side programming to third-
year students; other instructors teach the full gamut of web development across two
or more courses, while others might only teach web development indirectly in the
context of a networking, HCI, or capstone project course. We have tried to create
a textbook that supports learning outcomes in all of these teaching scenarios.

What Is Web Development?

Web development is a term that takes on different meanings depending on the audi-
ence and context. In practice, web development requires people with complemen-
tary but distinct expertise working together toward a single goal. Whereas a graphic
designer might regard web development as the application of good graphic design
strategies, a database administrator might regard it as a simple interface to an
underlying database. Software engineers and programmers might regard web devel-
opment as a classic software development task with phases and deliverables, where
a systems administrator sees a system that has to be secured from attackers. With
so many different classes of user and meanings for the term, it’s no wonder that web
development is often poorly understood. Too often, in an effort to fully cover one
aspect of web development, the other principles are ignored altogether, leaving
students without a sense of where their skills fit into the big picture.

A true grasp of web development requires an understanding of multiple per-
spectives. As you will see, the design and layout of a website are closely related to
the code and the database. The quality of the graphics is related to the performance
and configuration of the server, and the security of the system spans every aspect of
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development. All of these seemingly independent perspectives are interrelated and
therefore a web developer (of any type) should have a foundational understanding
of all aspects, even if they only possess expertise in a handful of areas.

Features of the Book

To help students master the fundamentals of web development, this book has the
following features:

Covers both the concepts and the practice of the entire scope of web
development. Web development can be a difficult subject to teach because
it involves covering a wide range of theoretical material that is technology
independent as well as practical material that is very specific to a particular
technology. This book comprehensively covers both the conceptual and
practical side of the entire gamut of the web development world.

Focused on the web development reality of today’s world and in anticipation
of future trends. The world of web development has changed remarkably

in the past decade. For instance, fewer and fewer sites are being created
from scratch; instead, a great deal of current web development makes use

of existing sophisticated frameworks and environments such as jQuery,
WordPress, HTMLS, and Facebook. We believe it is important to integrate
this new world of web development into any web development textbook.

Sophisticated, realistic, and engaging case studies. Rather than using
simplistic “Hello World” style web projects, this book makes extensive use
of three case studies: an art store, a travel photo sharing community, and a
customer relations management system. For all the case studies, supporting
material such as the business cases, use cases, design documentation, visual
design, images, and databases are included. We have found that students
are more enthusiastic and thus work significantly harder with attractive and
realistic cases.

Comprehensive coverage of a modern Internet development platform. In
order to create any kind of realistic Internet application, readers require
detailed knowledge of and practice with a single specific Internet development
platform. This book covers HTMLS, CSS3, JavaScript, and the LAMP stack
(that is, Linux, Apache, MySQL, and PHP). Other important technologies
covered include jQuery, XML, WordPress, Bootstrap, and a variety of third-
party APIs that include Facebook, Twitter, and Google and Bing Maps.

Content presentation suitable for visually oriented learners. As long-time
instructors, the authors are well aware that today’s students are often
extremely reluctant to read long blocks of text. As a result, we have tried to



XXXV

make the content visually pleasing and to explain complicated ideas not only
through text but also through diagrams.

Content that is the result of over twenty years of classroom experience (in
college, university, and adult continuing education settings) teaching web
development. The book’s content also reflects the authors’ deep experience
engaging in web development work for a variety of international clients.

Tutorial-driven programming content available online. Rather than using
long programming listings to teach ideas and techniques, this book uses

a combination of illustrations, short color-coded listings, and separate
tutorial exercises. These step-by-step tutorials are not contained within the
book, but are available online at www.pearsonhighered.com/connolly-hoar.
Throughout the book you will find frequent links to these tutorial exercises.

Complete pedagogical features for the student. Each chapter includes learning
objectives, margin notes, links to step-by-step tutorials, advanced tips,
keyword highlights, end-of-chapter review questions, and three different case
study exercises.

Organization of the Book

The chapters in Fundamentals of Web Development can be organized into three
large sections.

Foundational client-side knowledge (Chapters 1-7). These first chapters cover
the foundational knowledge needed by any web developer. This includes how
the web works (Chapter 1), HTML (Chapters 2 and 4), CSS (Chapters 3 and 5),
JavaScript (Chapter 6), and web media (Chapter 7). Not every course

would need to cover each of these chapters. Depending on the course, some
instructors might skip Chapters 1, 5, 6, or 7.

Essential server-side development (Chapters 8-13). Despite the increasing
importance of JavaScript-based development, learning server-side
development is still the essential skill taught in most web development
courses. The basics of PHP are covered in Chapters 8 and 9. Object-oriented
PHP is covered in Chapter 10, and depending on the instructor, could be
skipped (though PHP classes and objects are used in places in subsequent
chapters). Database-driven web development is covered in Chapter 11, while
state management and error handling are covered in Chapters 12 and 13.

Specialized topics (Chapters 14-21). Contemporary web development

has become a very complex field, and different instructors will likely have
different interest areas beyond the foundational topics. As such, our book
provides specialized chapters that cover a variety of different interest areas.
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Chapter 14 covers web application design for those interested more in
software engineering and programming design. Chapter 15 includes advanced
JavaScript and jQuery programming. Chapter 16 covers the vital topic of web
security. Chapter 17 covers another programming topic: namely, consuming
and creating web services. Chapter 18 covers the increasingly important

topic of integrating with (and customizing) content management systems.

The next two chapters address two important non-development topics: web
server administration (Chapter 19) and search engines (Chapter 20). Finally,
Chapter 21 covers another increasingly important topic: how to integrate a
site into third-party social networks.

Pathways through this Book

There are many approaches to teach web development and our book is intended to
work with most of these approaches. It should be noted that this book has more
material than can be plausibly covered in a single semester course. This is by design
as it allows different instructors to chart their own unique way through the diverse
topics that make up contemporary web development.

We do have some suggested pathways through the materials (though you are
welcome to chart your own course), which you can see illustrated in the pathway
diagrams.

All the web in a single course. Many computing programs only have space

for a single course on web development. This is typically an intermediate or
upper-level course in which students will be expected to do a certain amount
of learning on their own. In this case, we recommend covering Chapters 1, 2,
3,4,8,9,11, and 13. A semester-long course might also cover Chapters 6 and
16 as well.

Client-focused course for introductory students. Some computing programs
have a web course with minimal programming that may be open to non-
major students or which acts as an introductory course to web development
for major students. For such a course, we recommend covering Chapters 1,
2,3,4,5,and 7. You can use Chapter 6 to introduce client-side scripting if
desired. If some server-side web programming is going to be introduced, you
can also cover Chapters 8 and 9. If no programming is going to be covered,
you might consider adding some parts of Chapters 18, 20, and 21.

Server-focused course for intermediate students. If students have already
taken a client-focused course (or you want the students to learn the client
content quickly on their own), then Chapters 8—14 and perhaps Chapters
16 and 17 would provide the students with a very solid foundation in
server-side development.
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Advanced web development course. Some programs offer a web development
course for upper-level students in which it is assumed that the students
already know the foundational topics and are also experienced with the
basics of server-side development. Such courses probably have the widest
range of possible topics. One example of such a course that we have taught
covers the content in Chapters 6 14-18, and 20-21.

Infrastructure-focused course. In some computing programs the emphasis

is less on the particulars of web programming and more on integrating web
technologies into the overall computing infrastructure within an organization.
Such a course might cover Chapters 1,2, 4,7, 8, 16, 18, 19, and part of
Chapters 17 and 21.

Recommended chapters Optional chapters
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For the Instructor

Web development courses have been called “unteachable” and indeed teaching web
development has many challenges. We believe that using our book will make teach-
ing web development significantly less challenging.

The following instructor resources are available at www.pearsonhighered.com/irc:

Attractive and comprehensive PowerPoint presentations (one for each
chapter).
Images and databases for all the case studies.

Solutions to end-of-chapter exercises and to tutorial exercises.

Why This Book?

The ACM computing curricula for computer science, information systems, informa-
tion technology, and computing engineering all recommend at least a single course
devoted to web development. As a consequence, almost every post-secondary com-
puting program offers at least one course on web development.


www.pearsonhighered.com/irc

Despite this universality, we could not find a suitable textbook for these courses
that addressed both the theoretical underpinnings of the web together with modern
web development practices. Complaints about this lack of breadth and depth have
been well documented in published accounts in the computing education research
literature. Although there are a number of introductory textbooks devoted to
HTML and CSS, and, of course, an incredibly large number of trade books focused
on specific web technologies, many of these are largely unsuitable for computing
major students. Rather than illustrating how to create simple pages using HTML
and JavaScript with very basic server-side capabilities, we believed that instructors
increasingly need a textbook that guides students through the development of real-
istic, enterprise-quality web applications using contemporary Internet development
platforms and frameworks.

This book is intended to fill this need. It covers the required ACM web develop-
ment topics in a modern manner that is closely aligned with contemporary best
practices in the real world of web development. It is based on our experience teach-
ing a variety of different web development courses since 1997, our working profes-
sionally in the web development industry, our research in published accounts in the
computing education literature, and in our corresponding with colleagues across the
world. We hope that you find that this book does indeed satisfy your requirements
for a web development textbook!

xxxix
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FIGURE 5.3 Sample media query

However, since only setting the viewport as in Figure 5.32 shrank but still
cropped the content, setting the viewport is only one step in creating a responsive
design. There needs to be a way to transform the look of the site for the smaller
screen of the mobile device, which s the job of the next key component of respon-
sive design, media queries.

<€ Security, Pro Tip, and
Itis worth emphasizing that what Figure 5.31 illustrates is that if an alter- .
e vior ot sy v the ot e, o i bl b Note boxes em ph asize
will try to render a shrunken version of the full desktop site. .
important concepts and
practical advice.

5.6.2 Media Queries
The other »
isa way to apply style rules based on the medium that is displaying the

use chese queries to look at the capabiltie of the device, and then define 865"

Etrcises to target that device. Unfortunately, media queries are not supported by Internet

wespmase  Explorer § and carler.

el Quries Figure 5.3 llusrates the syntax of a typical media query. These queries are I~

i Boolean expressions and can be added to your CSS files or to the <1ink> clement to Key terms are h |g hl |g hted
Separate hands-on exercises e e e e : :
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(available online) give ‘Contemporary responsive sites villcpically provide CSS rues for phone dis- k
plays first, then tablets, then desktop monitors, an approach called progressive

rea d ers oppo rtun |ty to enhancement, in which a design is adapted to progressively more advanced devices,

an approach you will also see in the JavaScript chapter. Figure 5.34 illustrates how
a responsive site might use media queries to provide progressive enhancement.

practically apply concepts it o el e e, whie e gt dere
and techniques covered
in the text.
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program in a fraction of the time. The potential advantage of the JavaScript
approach is the ability to add animation and, more importantly, interactivity with
other HTML elements.

A full (or even a partial) examination of what can be done using the <canvas>
element is well heyond the scope of this book. Over time, as third-party JavaSecript
libraries for scripting the canvas surface become more and more sophisticated, it is
likely that it will become a more essential part of “normal” web development.

7.7 Chapter Summary

This chapter has covered the essential concepts and terms in web media, which
includes not just image files but also audio and video files as well. The chapter
focused on the most important media concepts as well as the four different image
formats. The chaper also covered HTMLS's support for audio and video files.

7.1.1 ey Terms

b ey gun il Key terms appear again
additive c GIF NG t d h t
ant-aliasing halftones raster image f

artifacts HSL color model reference pixcl at end ot chapter.
bitmap image image size RGB color model

canvas clement interpolate run-length compression

CMYK color model JPEG saturation

codec lightness subtractive colors

color depth lossless compression SVG

color palette Tossy compression TIF

container formats LZW compression vector imay

digital representation  media encoding web-safe color palette

display resolution

dithering opacity

17.1.2 Review Questions

How do pixels differ from halftones?

How do raster images differ from vector images?

Briefly describe the RGB, CMYK, and HSL color models.
‘What is opacity? Provide examples of three different ways to set it in CSS.
What is the purpose of the artist color wheel?

What is color depth? What s it relationship to dithering?

With raster images, does resizing images affect image quality? Why o why not?

Review questions at end
of chapter provide
opportunity for self-testing.
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19.2 Domain and Name Server Administration 845

When choosing a cloud host, be sure to ask the same questions you would of a
shared or a dedicated host, and try to resist answers to real questions that defer to
the cloud as a magic entity that will miraculously solve all your problems. At the
end of the day a request for your website has to be answered by a physical machine
with access to RAM, file system, and an OS.

19.2 Domain and Name Server Administration

The domain name system (DNS) is the distributed network that resolves queries for
domain names. First covered back in Chapter 1, DNS lets people use domain names
rather than IP addresses, making URLs more intuitive and casy to remember.
Despite its ubiquity in Internet communication, the details of the DNS system only
seem important when you start to administer your own websites. a8 19 Exencise
‘The authors suggest going back over the DNS system and registrar description back ~ Regstera Domain
in Chapter 1. The details about managing a domain name for your site require that you
understand the parties involved in a DN resolution request, as shown in Figure 19.5.
“This scetion builds on an understanding of the DNS system and describes some
of the complexities involved with domain name registration and administration.

@ vart o st v, fumebiev. con
W1 o thi it vt i browsrs cache,
R delgate k10 oprsting e
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FIGURE 19.5 lllustration of the domain name resolution process (first shown in Chapter 1)
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115 Accessing MySQL in PHP

q1:host=1

9
"testuse
"mypassword”;

Spdo = new PDO(SconnString, Suser, $pass);
Spdo->setAttribute(PDO: :ATTR_ERRNODE, PO

Sresult = Spdo->query(Ssal);

while (Srow = Sresul

re:
0% echo Srou['10'] .
+ 3
o—

fetch() {

Spdo = null;
3
catch (PDOException $e) {
o—| die( Se->gethessage() );
3

FIGURE 11.20 Basic database connection algorithm

// modify these variables for your installation
Shost = "localhost"

Sdatabase =

Suser

u: testuser”;
Spass = "mypassword";

LISTING 11.3 Connecting to a database with mysqli (procedural)

// modify these variables for your installation

- Srow['CategoryName'] . "<br/>

ERRMODE_EXCEPTION) ;

@] 55515 "selece  from Cateories order by Categoryhane’

Sconnection = mysqli_connect(Shost, Suser, Spass, Sdatabase);

“mysal
Suser
Spass

estuser””
“mypassword";
$pdo = new PDO(SconnectionString, Suser, $pass);

LISTING 11.4 Connecting to a database with PDO (object-oriented)

61

— Color-coded source

code listings emphasize
important elements and
visually separate
comments from the code.
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Each chapter ends with three
case study exercises that
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allow the reader to
practice the material
covered in the chapter
within a realistic context.

Exercises increase in
complexity and can

be assigned separately
by the instructor.
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CHAPTER 9 PHP Arrays and Superglobals

——f=———)» 9.6.3 Hands-On Practice

[ &

EXERCISES

PROJECT 9.1

—_—

HANDS-ON
EXERCISES

PROJECT 92

PROJECT 1: Art Store
Lorricuury evewseginne ]
Overview
Demonstrate your ability to work with arrays and superglobals in PHP.
Instructions

1. You have been provided with two files: the data entry form (Chaprer09
~project01.php) and the page that will process the form data (art-form-process
php). Examine both in the browser.
Modify Chapter09-project01.php so that it uses the POST method and
art-form-process.php as the form action.
Modify art-form-process.php so that it displays the email, first name, |
and privacy values that were entered into the form, as shown in Figure 9.13.
“This will require using the appropriate superglobal array. Also display the first
name and last name in the welcome grecting.
In art-form-process.php, define an array that contains the labels for the
account menu igure 9.13). Replace the hard-coded list in the file with a
loop tha displays the equivalent list using the contents of your just-defined
array. Notice that some conditional logic will be required to add the
“active” attribute to the correct <1i> clement.
y art-footer.inc.php o that it includes the array defined within
art-data.php. Replace the hard-coded markup in the file with a loop that
outpus the equivalent markup but uses the data defined in the array.

D

ame,

»

Test

. Test the page. Remember that you cannot simply open a local PHP page in
the browser using its open command. Instead you must have the browser
request the page from a server. If you are using a local server such as
XAMMP, the file must exist within the htdocs folder of the server, and then
the request will be localhost/some-path/Chapter09-project01.php.

PROJECT 2: Share Your Travel Photos

orFricuury LeveL memediaie ]
Overview

You have been provided with two files: a page that will eventually contain thumb-
nails for a variety of travel images (Chapter09-project02.php) and a page that will
eventually display the derails of a single travel image (travel-image.php). Clicking a
thumbnail in the first file will take you to the second page where you will be able to
sce details for that image, as shown in Figure 9.14.

—

Exercises contain step-
by-step instructions of
varying difficulty.

Attractive and realistic

case studies help
engage the readers’

interest.

All images, pages, classes,

databases, and other
material for each of
the case studies are

available for download.
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Notice that links for each
thumbnail include id as
query string parameter.

>

Write loops to display
these menus using the
arrays defined within
travel-data.php.
Ao use the
appropriate PHP sort
functions.

Write aloop that displays these
images and links using data
within the $images array

defined in travel-data. php.

Display the appropriate.
data from the $images

as a query string parameter.

FIGURE 9.14 Completed Project 2

Notice that links for countries
need to include the country code
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How the Web Works

CHAPTER OBJECTIVES

In this chapter you will learn . . .

® The history of the Internet and World Wide Web

® Fundamental concepts and protocols that support the Internet
® About the hardware and software that supports the Internet

® How a web page is actually retrieved and interpreted

T his chapter introduces the World Wide Web (WWW). The WWW
relies on a number of systems, protocols, and technologies all
working together in unison. Before learning about HTML markup,
CSS styling, JavaScript, and PHP programming, you must understand
how the Internet makes web applications possible. This chapter begins
with a brief history of the Internet and provides an overview of key
Internet and WWW technologies applicable to the web developer. To
truly understand these concepts in depth, one would normally take
courses in computer science or information technology (IT) covering
networking principles. If you find some of these topics too in-depth
or advanced, you may decide to skip over some of the details here

and return to them later.
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CHAPTER 1

How the Web Works

1.1 Definitions and History

The World Wide Web (WWW or simply the Web) is certainly what most people
think of when they see the word “Internet.” But the WWW is only a subset of the
Internet, as illustrated in Figure 1.1.

1.1.1 A Short History of the Internet

The history of telecommunication and data transport is a long one. There is a stra-
tegic advantage in being able to send a message as quickly as possible (or at least,
more quickly than your competition). The Internet is not alone in providing instan-
taneous digital communication. Earlier technologies like radio, telegraph, and the
telephone provided the same speed of communication, albeit in an analog form.

Telephone networks in particular provide a good starting place to learn about
modern digital communications. In the telephone networks of old, calls were routed
through operators who physically connected caller and receiver by connecting a
wire to a switchboard to complete a circuit. These operators were around in some
areas for almost a century before being replaced with automatic mechanical
switches, which did the same job: physically connect caller and receiver.

One of the weaknesses of having a physical connection is that you must estab-
lish a link and maintain a dedicated circuit for the duration of the call. This type of
network connection is sometimes referred to as circuit switching and is shown in
Figure 1.2.

The problem with circuit switching is that it can be difficult to have multiple
conversations simultaneously (which a computer might want to do). It also requires
more bandwidth since even the silences are transmitted (that is, unused capacity in
the network is not being used efficiently).

Online
gaming

FIGURE 1.1 The web as a subset of the Internet
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Thou map of woe, that
thus dost talk in signs!

Thou map of woe, that
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FIGURE 1.2 Telephone network as example of circuit switching

Bandwidth is a measurement of how much data can (maximally) be transmitted
along an Internet connection. Normally measured in bits per second (bps), this mea-
surement differs according to the type of Internet access technology you are using.
A dial-up 56-Kbps modem has far less bandwidth than a 10-Gbps fiber optic
connection.

In the 1960s, as researchers explored digital communications and began to
construct the first networks, the research network ARPANET was created. ARPANET
did not use circuit switching but instead used an alternative communications method
called packet switching. A packet-switched network does not require a continuous
connection. Instead it splits the messages into smaller chunks called packets and
routes them to the appropriate place based on the destination address. The packets
can take different routes to the destination, as shown in Figure 1.3. This may seem
a more complicated and inefficient approach than circuit switching, but is in fact
more robust (it is not reliant on a single pathway that may fail) and a more efficient
use of network resources (since a circuit can communicate data from multiple
connections).

This early ARPANET network was funded and controlled by the United States
government, and was used exclusively for academic and scientific purposes. The
early network started small with just a handful of connected university campuses
and research institutions and companies in 1969 and grew to a few hundred by the
early 1980s.

At the same time, alternative networks were created like X.25 in 1974, which
allowed (and encouraged) business use. USENET, built in 1979, had fewer restric-
tions still, and as a result grew quickly to 550 hosts by 1981. Although there was
growth in these various networks, the inability for them to communicate with each
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FIGURE 1.3 Internet network as example of packet switching

other was a real limitation. To promote the growth and unification of the disparate
networks, a suite of protocols was invented to unify the networks. A protocol is the
name given to a formal set of publicly available rules that manage data exchange
between two points. Communications protocols allow any two computers to talk to
one another, so long as they implement the protocol.

By 1981 protocols for the Internet were published and ready for use.!l»> New
networks built in the United States began to adopt the TCP/IP (Transmission
Control Protocol/Internet Protocol) communication model (discussed in the next
section), while older networks were transitioned over to it.

Any organization, private or public, could potentially connect to this new network
so long as they adopted the TCP/IP protocol. On January 1, 1983, TCP/IP was adopted
across all of ARPANET, marking the end of the research network that spawned the
Internet.3 Over the next two decades, TCP/IP networking was adopted across the globe.

1.1.2 The Birth of the Web

The next decade saw an explosion in the numbers of users, but the Internet of the late
1980s and the very early 1990s did not resemble the Internet we know today. During
these early years, email and text-based systems were the extent of the Internet experience.



Definitions and History

This transition from the old terminal and text-only Internet of the 1980s to
the Internet of today is of course due to the invention and massive growth of the
World Wide Web. This invention is usually attributed to the British Tim
Berners-Lee (now Sir Tim Berners-Lee), who, along with the Belgian Robert
Cailliau, published a proposal in 1990 for a hypertext system while both were
working at CERN in Switzerland. Shortly thereafter Berners-Lee developed the
main features of the web.*

This early web incorporated the following essential elements that are still the
core features of the web today:

A Uniform Resource Locator (URL) to uniquely identify a resource on the
WWW.

The Hypertext Transfer Protocol (HTTP) to describe how requests and
responses operate.

A software program (later called web server software) that can respond to
HTTP requests.

Hypertext Markup Language (HTML) to publish documents.

A program (later called a browser) that can make HTTP requests from URLs
and that can display the HTML it receives.

HTML will require several chapters to cover in this book. URLs and the HTTP
are covered in this chapter. This chapter will also provide a little bit of insight into
the nature of web server software; Chapter 20 will examine the inner workings of
server software in more detail.

So while the essential outline of today’s web was in place in the early 1990s,
the web as we know it did not really begin until Mosaic, the first popular graphi-
cal browser application, was developed at the National Center for Supercomputing
Applications at the University of Illinois Urbana-Champaign and released in early
1993 by Eric Bina and Marc Andreessen (who was a computer science under-
graduate student at the time). Andreessen later moved to California and cofounded
Netscape Communications, which released Netscape Navigator in late 1994.
Navigator quickly became the principal web browser, a position it held until the
end of the 1990s, when Microsoft’s Internet Explorer (first released in 19935)
became the market leader, a position it would hold for over a decade.

Also in late 1994, Berners-Lee helped found the World Wide Web Consortium
(W3C), which would soon become the international standards organization that
would oversee the growth of the web. This growth was very much facilitated by the
decision of CERN to not patent the work and ideas done by its employee and
instead leave the web protocols and code-base royalty free.

To illustrate the growth of the Internet, Figure 1.4 graphs the count of hosts
connected to the Internet from 1990 until 2010. You can see that the last decade in
particular has seen an enormous growth, during which social networks, web
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FIGURE 1.4 Growth in Internet hosts/servers based on data from the Internet
Systems Consortium.>

services, asynchronous applications, the semantic web, and more have all been cre-
ated (and will be described fully in due course in this textbook).

¢ BACKGROUND

The Request for Comments (RFC) archive lists all of the Internet and
WWW protocols, concepts, and standards. It started out as an unofficial reposi-
tory for ARPANET information and eventually became the de facto official
record. Even today new standards are published there.

1.1.3. Web Applications in Comparison
to Desktop Applications

The user experience for a website is unlike the user experience for traditional desk-
top software. The location of data storage, limitations with the user interface, and
limited access to operating system features are just some of the distinctions.
However, as web applications have become more and more sophisticated, the dif-
ferences in the user experience between desktop applications and web applications
are becoming more and more blurred.

There are a variety of advantages and disadvantages to web-based applications in
comparison to desktop applications. Some of the advantages of web applications include:

Accessible from any Internet-enabled computer.

Usable with different operating systems and browser applications.
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Easier to roll out program updates since only software on the server needs to
be updated and not on every desktop in the organization.

Centralized storage on the server means fewer security concerns about local
storage (which is important for sensitive information such as health care data).

Unfortunately, in the world of IT, for every advantage, there is often a corre-
sponding disadvantage; this is also true of web applications. Some of these disad-
vantages include:

Requirement to have an active Internet connection (the Internet is not always
available everywhere at all times).

Security concerns about sensitive private data being transmitted over the
Internet.

Concerns over the storage, licensing, and use of uploaded data.

Problems with certain websites on certain browsers not looking quite right.

Restrictions on access to the operating system can prevent software and
hardware from being installed or accessed (like Adobe Flash on iOS).

In addition, clients or their IT staff may have additional plugins added to their
browsers, which provide added control over their browsing experience, but which
might interfere with JavaScript, cookies, or advertisements. We will continually try
to address these challenges throughout the book.

BACKGROUND

Lo

One of the more common terms you might encounter in web development is
the term “intranet” (with an “a”), which refers to an Internet network that is local
to an organization or business. Intranet resources are often private, meaning that
only employees (or authorized external parties such as customers or suppliers) have
access to those resources. Thus Internet (with an “e”) is a broader term that
encompasses both private (intranet) and public networked resources.

Intranets are typically protected from unauthorized external access via
security features such as firewalls or private IP ranges, as shown in Figure 1.5.
Because intranets are private, search engines such as Google have limited or no
access to content within them.

Due to this private nature, it is difficult to accurately gauge, for instance,
how many web pages exist within intranets, and what technologies are more
common in them. Some especially expansive estimates guess that almost half of
all web resources are hidden in private intranets.

Being aware of intranets is also important when one considers the job
market and market usage of different web technologies. If one focuses just on the

(continued)
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FIGURE 1.5 Intranet versus Internet

public Internet, it will appear that PHP, MySQL, and WordPress are the most
commonly used web development stack. But when one adds in the private world
of corporate intranets, other technologies such as ASP.NET, JSP, SharePoint,
Oracle, SAP, and IBM WebSphere are just as important.

1.1.4 Static Websites versus Dynamic Websites

In the earliest days of the web, a webmaster (the term popular in the 1990s for the
person who was responsible for creating and supporting a website) would publish
web pages and periodically update them. Users could read the pages but could not
provide feedback. The early days of the web included many encyclopedic, collection-
style sites with lots of content to read (and animated icons to watch).

In those early days, the skills needed to create a website were pretty basic: one
needed knowledge of the HTML and perhaps familiarity with editing and creating
images. This type of website is commonly referred to as a static website, in that it consists
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only of HTML pages that look identical for all users at all times. Figure 1.6 illustrates a
simplified representation of the interaction between a user and a static website.

Within a few years of the invention of the web, sites began to get more compli-
cated as more and more sites began to use programs running on web servers to
generate content dynamically. These server-based programs would read content
from databases, interface with existing enterprise computer systems, communicate
with financial institutions, and then output HTML that would be sent back to the
users’ browsers. This type of website is called here in this text a dynamic website
because the page content is being created at run time by a program created by a
programmer; this page content can vary from user to user. Figure 1.7 illustrates a
very simplified representation of the interaction between a user and a dynamic
website.

So while knowledge of HTML was still necessary for the creation of these
dynamic websites, it became necessary to have programming knowledge as well.
And by the late 1990s, other knowledge and skills were becoming necessary, such
as CSS, usability, and security.

1.1.5 Web 2.0 and Beyond

In the mid-2000s, a new buzzword entered the computer lexicon: Web 2.0. This term
had two meanings, one for users and one for developers. For the users, Web 2.0





